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encompassing private and public law,
civil and criminal law, and domestic
and international law. Organizations
engaging cloud computing service
providers (CCSP) need to manage
the legal risks and adopt information
governance strategies to ensure legal
compliance.

Protecting Proprietary
Information

Protecting an organization’s
intellectual property in the cloud
presents specific problems. Whether
it be about patents, copyrights, trade-
marks, or trade secrets, use of cloud

Meeting E-Discovery
Requirements
Using cloud computing can cre-
ate legal obstacles to meeting e-dis-
covery obligations in U.S. civil litiga-
tion. E-discovery is governed by the
Federal Rules of Civil Procedure and
state law, specifically the Uniform
Rules Relating to Discovery of
Electronically Stored Information Act
from the NCCUSL. Organizations
using cloud computing must be able
to answer these questions:
* Can the organization, when sub-
ject to an e-discovery demand,
execute a valid litigation hold to

... if the organization’s data is transferred to

another legal jurisdiction, it should know

if that transfer violates the privacy laws

of its home jurisdiction.

computing has blurred the legal land-
scape.

As the Internet has developed, it
has spurred U.S. laws to be created to
address its use. For example, the
Digital Millennium Copyright Act
(DMCA), which applies to CCSPs,
makes anyone civilly liable for offer-
ing a product or service that purports
to allow Internet users to avoid digi-
tal rights management copyright pro-
tection.

The Uniform Trade Secrets Act
(UTSA), which was drafted by The
National Conference of Commis-
sioners on Uniform State Laws
(NCCUSL) and adopted by most
states, requires an organization fo use
reasonable efforts to maintain the
confidentiality of its trade secrets.

Contracting with a CCSP may
violate these legal principles, making
a CCSP liable under DMCA for file
sharing or causing an organization to
lose trade secret protection under
the UTSA.
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prevent destruction or loss of
records when its records are
stored with a CCSP, perhaps off-
shore and comingled with other
customers’ data?

¢ Can the organization demonstrate
it meets the legal requirements
that its records with the CCSP are
authentic, reliable, and have
integrity?

e Can the organization preserve
and produce its records needed
for litigation?

» Will the costs paid by an organi-
zation to access its records via a
CCSP outstrip the costs of any
legal claim against it?

Protecting Privacy Rights

Breach of privacy is another risk,
especially if new data created by
transfer of records to the CCSP cre-
ates new privacy obligations to be met
by the organization. For instance, if
the organization’s data is transterred
to another legal jurisdiction, it should

know if that transfer violates the pri-
vacy laws of its home jurisdiction.

Europe
According to Articles 25 and 26
of the European Union (EU)
Directive 95/46/EC, organizations
doing business in Europe may
transfer EU personal data to a
“third country” (i.e., any country
outside of the 27-member EU or
the European Economic Area coun-
tries of Iceland, Liechtenstein, and
Norway) only if they ensure an
“adequate level of protection.” The
European Commission has identi-
fied several countries that meet that
level of protection. In addition,
some limited exemptions allow the
transfer of data. For example,
one exemption is that data may be
transferred to companies that adhere
to the Safe Harbor framework
(see wwwexport.govisafeharbor). For
more information, see:
 “Frequently Asked Questions
Relating to Transfers of Personal
Data from the EU/EEA to Third
Countries,” htip://ec.europa.eu/
Justice_hom/fsj/privacy/docs/
international _transfers_faq/
international _transfers_faq.pdf
» “Commission Decisions on the
Adequacy of the Protection of
Personal Data in Third Coun-
tries,” hitp:/fec.ewropa.ewjustice
home/fsj/privacy/thridcountries/
index_en.htm.

Canada

Likewise, the Federal Court of
Canada, in Lawson v. Accusearch
Inc., held that a U.S. organization
transferring data to Canada must
comply with the Canadian Personal
Information Protection and Elec-
tronic Documents Act, notwith-
standing the extraterritoriality of the
organization or its website, if the pri-
vacy commissioner of Canada has
jurisdiction over the subject matter
of a complaint and can establish a
real and substantial connection to



nformation governance is a daily
feature of business practice, but
being legally compliant when
working “in the cloud” has made
it more complicated.

Since the 1990s, use of the
Internet has exploded worldwide. As
of June 30, 2010, according to “The
Internet Big Picture: World Internet
Users and Population Stats,” nearly 2
billion of the world’s 6.8 billion peo-
ple —almost one in three — are Internet
users. This represents a 445% growth
in just the last decade.

As the Internet expands, so does
cloud computing. In its 2010 “Flying
Blind in the Cloud: The State of
Information Governance” study, the
Ponemon Institute reported that most
organizations plan to use cloud com-
puting much more intensively by
2012 than they do now. In that same

Legal

Impllcatlons

of Working in the Cloud

study, the most popular cloud com-
puting applications used by organiza-
tions today are business applications,
such as webmail, computing plat-
forms (e.g., Java, PHP, and Python),
and infrastructure (e.g., storage and
computing).

Among multiple users, cloud
computing shares diverse computing
resources by using the Internet as a
platform and supports Internet com-
munications using laptops, desktops,
notebooks, and hand-held wircless
devices. While the average Internet
user does not know what cloud com-
puting is, nearly 69% of American
online users access cloud computing
for webmail, data online storage, or
Internet software, according to the
2008 “Cloud Computing Gains in
Currency:  Online  Americans
Increasingly Access Data and

Stuart Rennie

Applications Stored in Cyberspace”
from Pew Research Center.
Currently, the main driver of
cloud computing is the private sector.
Corporations and businesses of all
sizes see the benefits in using cloud
computing, said Jeffrey F. Rayport
and Andrew Heyward in “Envision-
ing the Cloud: The Next Computing
Paradigm.” These include:
* 24/7 worldwide access to infor-
mation
 Collaboration among Internet
users
» Computing on demand
» Cost-effective remote computer
storage
e Lower management costs for
organizations
While the benefits of using cloud
computing are tempting for organiza-
tions, the legal risks can be high,
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