




























Canada. This finding was based on 
"Reaching for the Cloud(s): 
Privacy Issues related to Cloud 
Computing" from the Oftice of the 
Privacy Commissioner of Canada. 

United States 
In addition to jurisdictional mat­
the U.S. Privacy Act applies to 

cloud computing and lays down secu­
rity and records management require­
ments to be met for the collection, 
maintenance, use, and disclosure of 
personal infol111ation held by fecleral 
agencies. 

Insurance P0l1ability and Account­
ability Aet (H IPPA) and the HIPAA 
Privacy and Security Rules, which 
protect electronic health information 
and give patients specific rights over 
their health infollnation. 

The Sarbanes-Oxlcy Act requires 
public companies to comply with 
financial accounting standards and 
comply with the auditing standards 
issued by the Public Company 
Accounting Oversight Board. 

The USA PATRIOT Act was cre­
ated to compel disclosure of data and 
records to the govenllnent held by 

the contract an organization has 

with its CCSP [cloud computing service 

provider] is a key tool to help reduce 

its legal risks. 
The federal Electronic COIll­

Illunications Privacy Act (ECPA) reg­
ulates U.S. govemment access to 
e-mail and computer records held by 
third pm1ics, such as CCSPs, and it is 
complex and wide-reaching. For 
example, the ECPA pelmits a CCSP 
to disclose to govellllllent an organi­
zation's records used for remote stor­
age without a wan·ant. As a result of 
the continued growth of the Intemet 
and cloud computing, there is general 
consensus the ECPA is in need of 
modemization. Digital Due Process, a 
coalition of privacy advocates, major 
companies, and think tanks, has been 
advocating for ECPA ref 01111, which 
may soon affect cloud computing. 

Another statutory requirement 
affecting cloud computing for U.S. 
federal agencies (or their conh'3ctors) 
is the Federal Infomlation SecUlity 
Management Act, which spells out 
compliance requirements to be met to 
ensure infolll1ation security. 

Protection for personal health 
infolmation held by federal and spec­
ified entities is required by the Health 
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CCSPs to protect against foreign and 
domestic telTorislll. And, as originally 
drafted, the act required CCSPs and 
other providers who received a sub­
poena or national security letter 
(NSL) fi'om the Federal Bureau of 
Investigation (FBI) Ilot to notifY all 
organization for which it was storing 
or processing data that it had dis­
closed records to the govenunent. 

However, in Johll Doe Illc. 
Mllkasl!)\ the U.S. COllit of Appeals 
found that the NSL provisions violat­
ed the free expression guarantees ill 
the First Amendment, and the court 
llaITowed the nile prohibiting CCSPs 
and other providers from disclosing 
NS Ls. While the FBI is now subjeet 
to increased judicial review as a result 
of this decision, it can continue issu­
ing NSL requests. 

The federal Computer Fmud and 
Abuse Act (CFAA) imposes civil and 
criminal sanctions on those individu­
als who commit computer [mud or 
gain unauthorized access to protected 
computers. The COlu1s have intellJret­
ed the unauthorized access provisions 

in the CFAA broadly. EF Clllillral 
T/'{/Fel BV v. COIp., thc Firs t 
Circuit held that a lack of authotization 
could be established by an explicit 
statement on a website restricting 
access. 

Negotiating Contractual 
Protection 

Given the CUiTent state of the law 
and cloud computing, the contract an 
organization has with its CCS P is a 
key legal tool to help reduce its legal 
Jisks. Central to cloud computing is 
that an organization cedes control of 
its records to the CCSP. In its "Flying 
Blind ill the Cloud" study, the 
Ponemon Insti tute reported that few 
organizations take proactive steps to 
protect their own sensitive business 
information and that of their CllS­
tamers, COllSlllllers, and elnployecs 
when they contract with CCSPs to 
store their records. Tn addition, fewer 
than one in 10 organizations says it 
uses any kind of product vetting or 
employee tmining to detel1l1ine that 
the CCSP meets all appropriate secu­
rity requireillents. 

It is common for CCSP standard 
fOl1n contracts to be "as is," where 
goods and services are provided with­
out promise of bcing suitable or 
achieving perfonnance levels. Some 
contracts allow a CCSP to change or 
tenninate selvice at any time without 
notice to the organization. The ri sk 
to an organization legally bound 
by these contractual tenns can be 
enOllllOUS: 

• Data can be inaccessible when 
there is a loss of scrvice by the 
CCSP. 

• Data can be lost or destroyed by 
spoliation. 

• Data can be subject to unlawful 
access by malicious insiders or 
others. 

• Data loss may compromise intel­
lec tual property, confidential 
business infollllatiOl\ and trade 
secrets. 

• Data loss may breach an organi-
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[" Recordkeeping 

What's 
GARp® 
Got to 
Do with It? 
Find out with the Generally Accepted 
Recordkeeping Principles@ Overview 
online course. This four-hour seminar 
will outline why the principles are the 
standard for excellence for record 
systems and why your organization 
should be GARP" compliant. 

Vital information will help you sell the 
importance of information governance 
and the perils of ignoring compliance to 
your executive-level managers and other 
key staff in your organization. 

ARMA members save 

$60 
on the Generally Accepted Recordkeeping 
Principles® Overview online course 

www.arma.org/learningcenter/onlinecourses/garp 



encompassing private and public law, 
civil and criminal law, and domestic 
and international law. Organizations 
engaging cloud computing service 
providers (CCSP) need to manage 
the legal risks and adopt infonnation 
govclllance strategies to ensure legal 
compliance. 

Protecting Proprietary 
Information 

Protecting an organization's 
intellectual property in the cloud 
presents specific problems. Whether 
it be about patents, copyrights, trade­
marks, or trade secrets, usc of cloud 

Meeting E·Discovery 
Requirements 

Using cloud computing can cre­
ate legal obstacles to meeting c-dis­
COVCIY obligat ions in U.S. civillitiga­
tion. E·discovelY is govemed by the 
Federal Rules o/Civil PIVcedllre and 
state law, specifically the Unifonn 
Rules Relating to Discovery of 
Electronically Stored Infol111ation Act 
fi'om the NCCUSL. Organizations 
lIsing cloud computing must be able 
to answer these questions: 

• Can the organization, when sub­
ject to an e-discovclY demand, 
execute a va lid litigat ion hold to 

... if the organization's data is transferred to 

another legal jurisdiction, it should know 

if that transfer violates the privacy laws 

of its home jurisdiction. 

computing has blurred the legal land­
scape. 

As the Intemet has developed, it 
has spurred U.S. laws to be created to 
address its use. For example, the 
Digital Millennium Copyright Act 
(DMCA), which appLies to CCSPs, 
makes anyone civilly liable for ofter­
ing a product or service that purports 
to allow 1J1telllct users to avoid digi­
tal rights management copYlight pro­
tection. 

The Unifonn Trade Secrets Act 
(UTSA), which was drafted by The 
National Conference of Commis­
sioners on Uniform State Laws 
(NCCUSL) and adopted by most 
states, requires an organization to use 
reasonable efr0l1s to maintain the 
confidentiali ty of its trade secrets. 

Contract ing wi th a CCSP may 
violate these legal principles, making 
a CCSP liable under DMCA for file 
sharing or causing an organization to 
lose trade secret protection under 
the UTSA. 
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prevent destOlction or loss of 
records when its records are 
stored wi th a CCSP, perhaps oft: 
shore and comingled with other 
customers' data? 

• Can the organization demonstrate 
it meets the legal requirements 
that its records with the CCSP arc 
authentic, rel iable, and have 
integrity? 

• Can the organization preserve 
and produce its records needed 
for litigation? 

• Will the costs paid by an organi­
zation to access its records via a 
CCSP outstrip the costs of any 
legal claim against it? 

Protecting Privacy Rights 
Breach of privacy is another ri sk, 

especially if new data created by 
transfcr of records to the CCSP crc­
ates new privacy obligat ions to be met 
by the organizat ion. For instance, if 
the organization 's data is transfelTed 
to another legal jurisdiction, it should 

know if that transfer violates the pri­
vacy laws of its home jurisdiction. 

Europe 
According to Articles 25 and 26 

o f the European Union (EU) 
Directive 95 /46/EC, organizations 
doing business in Europe may 
transfer EU personal data to a 
"third country" (i.e., any countlY 
outside of the 27-member EU or 
the European Economic Area coun­
tries of Iceland, Liechtenstein, and 
Norway) only if they ensure an 
"adequate level of protection." The 
European Commission has identi­
fi ed severa l countries that meet that 
level of protection. In addition, 
some limited exemptions allow the 
transfer of data. For example, 
one exemption is that data may be 
hlll1sfclTCd to companies that adhere 
to the Safe Harbor framework 
(see lII)V11!e\]J01't.gov/sa/ehalbm). For 
lllore infonnation, see: 

• "Frequently Asked Questions 
Relating to Transfers of Personal 
Data from the EUIEEA to Third 
Countries," hllp://ec.ell1vpa,eu/ 
j us t ice _hom(/~:j/pri vacy/docs/ 
international_transfers Jaq/ 
illtemaliollai_ trallsfers Ylq.pd/ 

• "Conunission Decisions on the 
Adequacy of the Protection of 
Personal Data in Third Coun­
tries," hllp://ec.ellropa.ell/JlIstice_ 
IIOIlle/fsJ/pril'acy/tlIl'idcOlflltries/ 
index en.llI/n. 

Callar/a 
Likewise, the Federal Court of 

Canada, in Lall'soll E Acclfsearch 
fIlC., held that a U.S. organization 
transferring data to Canada must 
comply with the Canadian Personal 
Tnfollnation Protection and Elec­
tronic Documents Act, notwi th­
standi ng the extraterritoriali ty of the 
organization or its website, if the pri­
vacy cOlllmissioner of Carmda has 
jurisdiction over the subject matter 
of a complai nt and can establish a 
real and substantial connection to 
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nf0I111atiol1 govcmancc is a daily 
feature of business practice, but 
being lega ll y compliant when 
working " in the cloud" has made 
it more complicated. 
Si nce the I 990s, use of the 

IJllcmct has exploded worldwide. As 
of Junc 30, 20 I 0, according to 'The 
Tntemet Big Picture: World Internet 
Users and Population Slats," nearly 2 
billion of the world's 6.8 billion peo­
ple ~ almost one in three - arc tnleme! 

users. TIlis represents a 445% growth 
in just the last decade. 

As the Internet expands, so does 
cloud computing. In its 2010 "Flying 
Blind in the Cloud: Thc Silltc of 
Infonnatiol1 Govemance" shldy, the 
Poneman Inst itute rcpOlicd that 1110St 
organizat ions plan to lise cloud com­
puting much morc intensively by 
20 12 than they do now. In that same 

Legal 
Implications 

of Working in the Cloud 
Stuart Rennie 

study, the most popular cloud com­
puting applications lIsed by organiza­
tions today are business applications , 
sllch as webmail , computing plat­
fOllns (e.g., Java, PHP, and Python), 
and infiClstmcture (e.g. , storage and 
computing). 

Among Illultiple users, cloud 
computing shares diverse computing 
resources by llsing the Intemet as a 
platfol111 and supp0l1s Intemet com­
Illunications using laptops, desktops, 
notebooks, and hand-he ld wireless 
devices. \Vhile the avemge Imemet 
user does not know what eloud com­
puting is, nearly 69% of American 
online lI sers access cloud computing 
for wcbmail, data online storage, or 
In temet software, according to the 
2008 "Cloud Computing Gains in 
Currency: Online Americans 
increasingly Access Data and 

Applications Stored in Cyberspace" 
from Pew Research Center. 

Currcntly, the main driver of 
cloud computing is the plivate sector. 
COlporations and businesses of all 
sizes see the benefits in using cloud 
computing, said Jelliey F. Rayp0l1 
and Andrew Heyward in "Envision­
ing the Cloud: The Next Computing 
Paradigm." These include: 

• 2417 worldwide access to infor­
mation 

• Collaboration among Intemet 
users 

• Computing on demand 
• Cost-effective remote computer 

storage 
• Lower management costs for 

organizations 
While the benefits of using cloud 

computing arc tempt ing for organiza­
tions, the legal risks can be high, 
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